Abstract: Physical unclonable functions (PUFs) are the circuits that extract a number of unique chip signatures determined by random physical variations from fabrication. Since they are able to securely store and generate secret keys, PUFs allow to bootstrap the hardware-based implementation of an information security. This manuscript proposes a novel ternary content addressable memory based PUF (TCAM-PUF) for secure embedded systems. The PUF responses are simulated under various conditions, which are start-up values of TCAM cells. The results show that the proposed TCAM-PUF provides higher reliability and uniqueness than SRAM-PUF, which is one of the widely-used memory cell-based weak PUFs. According to our simulation, our TCAM-PUF provides an inter-chip and intra-chip hamming distance of 49.5% and 3.5% (on average), respectively and uniformity of 49.8% (on average).
Introduction
In recent years, the usage of electronic devices varying from hand-held devices to servers has been tremendously increased. These electronic devices have become a prevalent platform and typically store users private information [1] . Hence, the security of these electronic devices has become a critical issue for designing such systems.
Meanwhile, the strength of the security measures like integrity, authenticity and confidentiality for electronic hardware depends on the secrecy of the device identifier used for authentication or key used for the encryption and decryption. The conventional approach is to utilize keys that are generated from software or stored in non-volatile memory. However, software-derived keys are very easy to predict, exposing security vulnerability. In addition, storing keys in non-volatile memories is also prone to physical attacks [2] . Hence, a novel security solution is required to protect those security-sensitive information.
Physical unclonable function (PUF) is one of the promising solutions to address this problem. It is a one-way function that can be used to generate secure keys or identifiers. The main advantage of the PUF is that it is very hard to predict and not clonable since it exploits process variations during fabrication. However, there are two important issues for a practical adoption of the PUFs: assuring uniqueness and reliability. Uniqueness of the generated keys or IDs from PUFs is a critical factor for system security because they should be able to generate unique keys or IDs. In addition, PUFs are generally sensitive to environmental parameters such as temperature, which means improving reliability of PUFs is also a key factor for real system deployment.
In this paper, we present a novel TCAM based PUF with the improved reliability and uniqueness compared to the conventional SRAM PUFs. TCAM-PUF circuit is composed of two SRAM cells and one comparator which makes the circuit approximately twice larger than the SRAM-PUF in terms of area. However, a few applications such as, embedded systems for military missions [3] and space ships [4] should be operable even in extreme environmental conditions. For those applications, additional area cost of TCAM-PUF would be worthwhile as they still require higher reliability and security under extraordinary environmental conditions. According to our simulation results, our TCAM-PUF shows better reliability and uniqueness compared to the SRAM-PUF by 2.2% and 0.8% respectively.
Background
Physical unclonable functions (PUFs) are the latest breakthrough technology in the field of semiconductor device-based security. It is defined as a physical object that take inputs (challenges) and generates corresponding outputs (responses). Like human fingerprint, PUFs exhibit unique and reproducible patterns based on silicon properties which are different across PUF instances with very high probability. Fig. 1 shows the basic functionality of the PUF. Thanks to the uncontrollable process variations, the physical properties of a device can neither be copied nor be cloned. In addition, products based on PUF have high security assurance as keys are volatile (i.e., only available at the evaluation time) while it can reproduce responses under the same challenge input [5] .
Though various types of PUFs for hardware security has been extensively researched over the past few years [6, 7] , we focus on SRAM-PUF [8] in this section since our TCAM-PUF is comparable to SRAM-PUF in terms of PUF design and security mechanism. Conventional 6 T SRAM-PUFs make use of unique characteristics in the transistors of SRAM cells. Due to process variations during manufacturing processes, every transistor in the SRAM cell shows para- metric fluctuations (e.g., threshold voltage variations) [9] . An SRAM cell is composed of two cross coupled inverters connected with two access transistors. The basic operation of an SRAM-PUF is based on transient behavior of an SRAM cell when it is powered-up. The circuit will evolve to one of its operating points while the value (either 0 or 1) stored in SRAM cell is dependent on intrinsic device characteristics (i.e., process variations). This is because there exist device mismatches which are caused by the uncontrollable and unpredictable process variations. The device mismatches in SRAM cells make most of the cells to have strongly preferred value (either 0 or 1) at the start-up time while only few cells have weak preferences. It implies that a power-up state of the SRAM cell can be used for secure key or ID generation, making the SRAM-PUF feasible for hardwareentangled security primitives. On the other hand, the main drawback of SRAM-PUF is that it suffers from environmental fluctuations which may cause wrong response [10] .
3 TCAM-PUF design 3.1 Ternary content addressable memory A content addressable memory (CAM) is one type of the memory cells. It is an outgrowth of random access memory (RAM) in which it is accessed by not its address but content [11] . CAM makes use of SRAM cells but with different searching mechanism, which leads to shorter search time compared to single SRAM cells. Binary CAM (BCAM) and ternary CAM (TCAM) are two different types of widely used CAM cells in which BCAM can store and search binary words i.e. '0's and '1's while TCAM can store three states i.e. logic '0', logic '1' and 'don't care'. TCAM is similar to BCAM except that it has two SRAM cells which makes it faster than the conventional CAM. It is a widely used memory cells employed in a variety of electronic systems [12] due to their fast searching speed.
Our TCAM-PUF design and implementation
TCAM cell is comprised of two SRAM cells and a comparator. Ideally, every parameter of transistors in a TCAM cell should be the same as defined in the design time. However, manufacturing imperfection causes physical variations in each of the devices in the cell. As we already discussed in [13] , these physical variation characteristics in each device of the cell leads to unpredictability of start-up values in manufactured TCAM cells and we presented a feasibility of TCAM-PUFs. However, the reliability and uniqueness issues of the TCAM-PUF were not clearly explained in the previous work [13] . Thus, in this work we extensively study those issues across various technologies under diverse environmental conditions. Usually in memory-based PUFs, the responses are expected to be constant over repetitive operations. However, the environmental fluctuations may produce different outputs compared to the expected output. To enhance the PUF reliability compared to our previous design [13] , we introduce a novel TCAM-PUF as shown in Fig. 2 . Basic operation of the TCAM-PUF cell is as follows. When it is powered up, one of the three states ('0' or '1' or 'don't care') is stored in the TCAM cell and the additional don't care state is flipped to either logic '0' or logic '1' according to the environmental conditions. Since the initial state of TCAM cell depends on process variations, it can be used as a weak PUF. In our design, when bits are initialized in power-up sequences, the node holding '1' is strengthened by the addition of two NMOS (N5, N6 and N7, N8) transistors to each of the SRAM cell in TCAM-PUF. Since the internal node is strongly held in our design, our TCAM-PUF is robust to temperature and voltage variations. Typically, the environmental fluctuations can change the bit cell content of TCAM-PUF cell. By adding two NMOS (N5, N6 and N7, N8) transistors to SRAM cell, the reliability and uniqueness of TCAM-PUF cells are enhanced for different conditions. According to our simulations, adding two NMOS transistors to the TCAM-PUF improved the reliability by 2.9% and 2.12% under temperature and voltage fluctuations, respectively in 65 nm technology. Similarly, the performances was improved by 3.4% and 1.34% for 180 nm technology and 3.9% and 1.12% for 350 nm technology under temperature and voltage fluctuations, respectively. In addition, the average uniqueness is also improved by 1.5%, 2.1%, and 4.1% for 65 nm, 180 nm and 350 nm process technologies, respectively.
The initial value of each TCAM cell (i.e., TCAM-PUF response) in a TCAM-PUF array is determined by a combination of two SRAM cell values in which each SRAM cell drives one of the two logic state nodes depending on intrinsic device parameters by process variations.
Simulation results
To reflect process variation in our simulation, we performed Monte Carlo simulations under three different process technologies: 65, 180 and 350 nm nodes. Our simulation results includes 5000 Monte Carlo runs which is equivalent to analysis of a 5 kb TCAM memory chip.
TCAM-PUF reliability evaluation
Reliability is also known as intra-chip PUF variation. It is a measure of repeatability or consistency of PUF outputs (under identical challenge input) under environmental variations, supply voltage and noise. Typically, environmental factors affect circuit delay, which in turn cause unexpected outputs from the PUF. PUF responses should be sufficiently robust under various environmental conditions because the system should be available under various conditions. The reliability of a PUF can be estimated by the average intra-chip hamming distance (HD) which is defined as [14] :
In Eq. (1), n represents the n-bit reference response (R i ) from the chip i at normal conditions (at room temperature and supply voltage). The same inputs are applied to chip i at various operating conditions (different room temperatures and supply voltages) to get n-bit response, say R 0 i . T represents the number of samples of R i for T times. R 0 i;t is the t-th sample of R i . Consequently HD INTRA represents the average number of inconsistent PUF responses when varying the environmental parameters. Finally, reliability of PUFs is defined as follows: Table I . In 65 nm technology, the average intra-chip HD is approximately 3.5% at 27°C was observed in TCAM-PUF. In addition, as Table I advocates, TCAM-PUF also shows lower intra-chip HD in 180 nm and 350 nm technologies compared to SRAM-PUF by 1.8% and 1.3% respectively.
TCAM-PUF uniqueness evaluation
Uniqueness is also referred to as inter-chip PUF variation, which is measured by determining the average HD between the responses from different PUF instances. It estimates how uniquely a PUF instance can generate outputs compared to those from other PUF instances. An ideal PUF circuit would achieve a 50% for uniqueness on an average. It means that the output of any two PUF instances should not be same or similar, enabling the PUF output to be used as unique IDs or keys. The uniqueness of PUFs is mainly related with inter-chip variation which mainly comes from process variations. Typically, more severe process variation results in larger uniqueness.
The uniqueness of PUFs can be calculated by the average inter-chip hamming distance (HD) which is defined as [14] :
In Eq. (3), k represents the population of PUF samples and HD is the hamming distance between the two samples R i and R j . Similar to the reliability, same challenge is applied to the k PUF instances and calculate the average inter-chip HD between the response bits from two chips in the populations. We define the average inter-chip HD as PUF uniqueness. 
TCAM-PUF uniformity evaluation
The Uniformity of TCAM-PUF estimates how uniform the distribution of 1's and 0's from the TCAM-PUF outputs. The even distribution of 1's and 0's in the output pattern ensures the strength of the generated security key since it has high entropy (randomness). As the uniformity of a security key is higher, the prediction of the key becomes more difficult [15] . For a truly random (i.e., not biased to either 0 or 1) PUF responses, the factor should reach 50% of its ideal value. The uniformity of n-bit PUF identifier is defined by [15] :
In Eq. (4), r i;l is the l th binary bit of an n-bit response from chip i. Fig. 6 show uniform distribution of 1's in TCAM-PUF and SRAM-PUF cells in different technologies. The maximum uniformity values of TCAM-PUF in 65 nm, 180 nm and 350 nm technologies are enhanced by 2.5%, 3.1% and 3.7% compared to SRAM-PUF, respectively. According to Fig. 6 , it clarifies that TCAM-PUF is more uniform (i.e., closer to 50%) than SRAM-PUF in 65 nm, 180 nm and 350 nm technologies. Moreover, under less severe process variations, TCAM-PUF shows better uniformities compared to SRAM-PUF. It means our TCAM-PUF is less sensitive to the severity of process variations, which may lead to better manufacturing yield of PUF chips.
4.4 A summarization on comparison between the TCAM-PUF and SRAM-PUF In this subsection, we compare the TCAM-PUF and SRAM-PUF with respect to reliability, uniqueness, uniformity and area. As shown in Table II , area is a one of the factor where we can optimize the circuit. However, according to TCAM circuit as mentioned earlier, it is a combination of two SRAM cell and one comparator which is used to compare the two SRAM cells values. Though TCAM-PUF consumes relatively larger area compared to SRAM-PUF, area overheard may not be concern because: 1) advanced process technologies can sufficiently reduce area cost of TCAM-PUF and 2) TCAM-PUF shows better reliability and uniqueness compared to the SRAM-PUF. It means that the TCAM-PUF can be used in the applications that require higher security even under high environmental fluctuations (e.g., extreme climate conditions). The TCAM-PUF has a unique advantage of having tristate logic such as 0, 1 and don't care states. The additional don't care state is set as a buffer state and can absorb non-stable (i.e., meta-stable: the output is not determined between 0 and 1 and is heavily dependent on the environmental fluctuations) states to some extent. This characteristic makes TCAM-PUF more robust under various environmental conditions while the SRAM-PUF may show unstable outputs under environmental fluctuations because they do not have the buffer state (i.e., don't care state). As summarized in Table II , our TCAM-PUF shows much better reliability and uniqueness than the SRAM-PUF for different technologies
Layout design
In order to substantiate the above mentioned simulation results, we implemented the proposed new TCAM-PUF and SRAM-PUF on three different process technologies (65 nm, 180 nm and 350 nm). Both TCAM-PUF and SRAM-PUF are included in this chips to test various characteristics. Though we only present the layout in this paper, presenting the experimental results from the real silicon is outof-scope of this paper and we leave it as our future work. Fig. 7 represents the overview of the layout design for three technologies.
Conclusion
In this paper, we have investigated a novel TCAM-PUF to enhance the reliability and uniqueness compared to SRAM-PUF in 65 nm, 180 nm and 350 nm technologies. The uncontrollable and unpredictable start-up value in TCAM-PUF allows TCAM cell as a PUF primitive with improved reliability and uniqueness. With 65 nm technology, our simulation results revealed that the reliability of TCAM-PUF is better by 2.4% and 2.2% compared to SRAM PUFs under temperature and voltage variations, respectively. In addition, we have studied the uniqueness and uniformity of the TCAM-PUF which are enhanced by 1.4% and 2.5% compared to SRAM-PUFs, respectively. As a future work, we are investigating on further enhancements to improve the TCAM-PUF reliability and analysis on experimental results of TCAM-PUF from real silicon. 
